—| SOFTWARE DEVELOPER - Cyber defence ——

COMBATING
CYBERCRIME FROM
BOTH SIDES OF THE FENCE

“To be reolly good ot cyber defence, you need to think fike o hocker.” This s the odvice of Angel
o software developer at the CSIR, who speciolises in cybercime and coming up with cyber de

SHOZI'S WORK ENTAILS coming up with seoure
applications that are totally without vulnembilities,
She e irs, Yot have o be skilled at introsion
prevention and detection technigues. You need

an understanding of computer forensics and you
miust be able to put yoursell in the shoes of a
cybercriminal and abways remember that someone
oul there will try to undo, break of reverse engineer
thee system you built to pet to important, confidential
information ™

Shaozi is proud to say that she loves her job,
“Whenever | have to describe how | feel about my
wotk, | use the famous Confudus quote: *If you love
whant you do, you will never work a day in your life.*
1 have enjoyed the world of information technology
(IT) froem & very young age, back when loppy discs
were the latest and greatest piece of technology you
could own” she explains. These days the work she
does is the stull great spy novels are made of

A vspcred printer bord drive being sconned for
seaitive informotion.

The world is shifting and becoming anchored in
IT. Systemns ate moving from being paper based
tn heing clectronic, Businesses are competing
with each other, always wanting to know what
their competitors are up to. With the growth ol IT,
thiy are leveraging ils power o spry and socess
information unlawfully.

Shozi explains, “Fairly recently, there have been
international examples of such spying devices being
used. A spy phone is a nonmal mobile phone that
has mahcious code injected into it to tum it into a
device that can spy. It does this by taking pictures
and videos, recording conversations, intercepting
feat and emails < and all without the subject’s

knowledge”

Software developers and cyber security experts at
the CSIR have the capability to provide their vanous
clients with defensive strategies to prevent them
becoming victims of such cyber incidents.

“Hypothetically speaking, if one of our clients had
to ask for this, | would be involved in researehing
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